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HIPAA Compliance in Telecommunications:
Privacy, Security, and Breach Considerations

Introduction

Telecommunications networks have become integral to healthcare operations — from doctors
discussing cases over ** Voice over IP (VolP)** calls, to hospitals sending patient reminders via **
text message** to cloud-based contact centers handling appointment scheduling. With such uses,
Protected Health Information (PHI) now routinely flows through telecommunication systems,

Page 1 of 35


https://go.clearlyip.com/articles/voip-fundamentals-protocols-technologies
https://go.clearlyip.com/articles/10dlc-messaging-definition-history-overview
https://go.clearlyip.com/articles/minimum-phone-system-features-2025
https://go.clearlyip.com/?utm_source=pdf
https://go.clearlyip.com/?utm_source=pdf

Cl@Of'ylp go clearlyip.com

bringing these services under the purview of the Health Insurance Portability and Accountability
Act (HIPAA). HIPAA, enacted in 1996, established stringent rules to safeguard patient information,
and today its requirements extend to any entity or service that transmits or stores PHI on behalf of
healthcare organizations (Source: hhs.gov)(Source: healthlawadvisor.com). This report provides an

in-depth analysis of HIPAA's purpose and key rules and examines how they apply to
telecommunications services and infrastructure. We will discuss the classification of telecom
providers (as covered entities, business associates, or exempt “conduits”), detail compliance
requirements like encryption and access controls, explore technological and legal challenges, review
enforcement case studies, and highlight best practices and industry guidelines for maintaining
HIPAA compliance in telecommunications.

Background: HIPAA's Purpose and Key Rules

HIPAA's Origin and Scope: HIPAA was originally passed to improve health insurance portability, but
it also introduced Administrative Simplification rules that protect the privacy and security of
health information. These rules cover all covered entities (health plans, healthcare providers,
healthcare clearinghouses) and their business associates (vendors handling PHI for covered
entities) (Source: hhs.gov). The three most pertinent components for information governance are
the Privacy Rule, Security Rule, and Breach Notification Rule, which work together to safeguard
PHI (Source: hhs.gov). Below is a brief overview of each:

e HIPAA Privacy Rule: Effective 2003, the Privacy Rule establishes standards for how PHI
(identifiable health information in any form: electronic, paper, or oral) can be used and disclosed
(Source: cms.gov). It grants patients rights over their health information (such as accessing
their records or requesting corrections) and requires covered entities to implement policies
limiting uses/disclosures to the “minimum necessary” information and to train staff on privacy
procedures (Source: cms.gov)(Source: hhs.gov). In practice, the Privacy Rule permits sharing
PHI for treatment, payment, or healthcare operations without patient consent, but any other use
(e.g. marketing) generally requires authorization (Source: cms.gov). It also mandates
reasonable safeguards for all forms of PHI — for example, speaking quietly in halls or verifying
identities over the phone - to prevent unauthorized disclosures (Source: cms.gov). In a
telecommunications context, the Privacy Rule affects how call center agents, operators, or
voicemail systems handle patient information. For instance, employees must limit information
left in voicemails and honor patient requests for confidential communications (such as using a
specified phone number) (Source: hhs.gov).
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e HIPAA Security Rule: Effective 2005, the Security Rule sets out specific safeguards to protect
electronic PHI (ePHI) - health information in electronic form that is created, received, stored,
or transmitted by a regulated entity (Source: hhs.gov)(Source: telehealthresourcecenter.org).

The Security Rule is technology-neutral but requires covered entities and business associates
to implement administrative, physical, and technical safeguards appropriate to their size
and risks (Source: hhs.gov). Key requirements include conducting a risk analysis of ePHI
vulnerabilities, controlling access to systems, training workforce on security, and having
incident response procedures (Source: hhs.gov)(Source: hhs.gov). The Technical Safeguards
are especially relevant to telecom systems. They mandate access controls (only authorized
users can access ePHI) and user authentication, audit controls (recording system activity),
integrity controls (preventing or detecting data alteration), and transmission security
measures to guard ePHI in transit (Source: hhs.gov)(Source: hhs.gov). Notably, ** encryption**
is an addressable implementation in the Security Rule — not strictly mandatory in all cases, but
strongly recommended wherever feasible to prevent interception of ePHI (Source: hhs.gov)

(Source: support.compliancygroup.com). In fact, regulators consider encryption of ePHI in
transit and at rest a best practice that “should” be adopted; organizations that opt not to
encrypt must document why and implement equivalent protections (Source: hhs.gov)(Source:
support.compliancygroup.com). Overall, the Security Rule's goal is to protect the confidentiality,

integrity, and availability of ePHI while allowing flexibility in how entities achieve that protection
(Source: hhs.gov).

o HIPAA Breach Notification Rule: Added by the HITECH Act (2009) and effective 2009/2010,
this rule requires covered entities to notify affected individuals, the U.S. Department of Health &
Human Services (HHS), and in some cases the media, if a breach of unsecured PHI occurs
(Source: hhs.gov)(Source: hhs.gov). A “breach” is defined as any impermissible use or
disclosure of PHI that compromises its security or privacy, unless a risk assessment determines
a low probability that PHI was compromised (Source: hhs.gov)(Source: hhs.gov). For example, if
an employee of a telecom-based call center accidentally emails or texts PHI to the wrong
recipient, that could constitute a reportable breach unless the information was properly secured
or immediately mitigated. “Unsecured” PHI means the data was not rendered unreadable or
indecipherable via technologies like encryption or destruction (Source: hhs.gov)(Source:
hhs.gov). If PHI is encrypted to HHS standards, then even if the data is lost or intercepted, it
is not considered a breach (providing a safe harbor) (Source: hhs.gov). Thus, encryption not
only protects data but also relieves organizations of breach notification obligations in the event
of an incident. Under the Breach Notification Rule, notices to individuals (and HHS) must be
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provided without unreasonable delay and no later than 60 days after discovery of the breach.
Business associates (like many telecom providers serving healthcare) are also directly obligated
to notify the covered entity of breaches of PHI in their possession (Source: hhs.gov).

Enforcement: All these rules are enforced by HHS's Office for Civil Rights (OCR), which can
investigate complaints or incidents and impose significant penalties for non-compliance. Since the
2013 Omnibus Rule, business associates are directly liable for complying with the Security Rule and
certain Privacy Rule provisions (Source: hipaajournal.com). This change is critical in the telecom
context: if a telecommunications company functions as a business associate handling ePHI, it can
face audits or fines just like a hospital would. OCR has settled cases involving lost laptops, hacked
servers, and improper disclosures — including cases relevant to telecommunications, such as
inappropriate voicemail messages. For example, in one reported case a hospital employee left a
detailed message about a patient’s medical condition on the wrong answering machine (violating
the patient’s request for confidential contact), leading to an OCR corrective action and new hospital
policies on phone messages (Source: hhs.gov). Such cases underscore that even seemingly routine
telecom interactions must follow HIPAA's rules for minimum necessary information and patient
privacy preferences.

HIPAA Applicability to Telecommunications Services

HIPAA was written in an era before ubiquitous digital communications, but its rules clearly apply to
modern telecommunications modes whenever they involve PHI. The type of technology and the
role of the telecom provider are key factors in determining HIPAA obligations. Below, we detail how
HIPAA's Privacy and Security requirements extend to various telecommunications services and
infrastructure commonly used in healthcare settings:

Voice over IP (VolP) Services

VoIP has rapidly replaced traditional phone lines in many healthcare organizations, enabling voice
calls over internet networks. Whenever health information is discussed on a VolIP call (e.g. a provider
consulting with a patient or another clinician), that voice data is converted into digital form and thus
becomes electronic PHI in transit (Source: telehealthresourcecenter.org). HHS OCR has explicitly
confirmed that HIPAA applies to VolIP systems used for clinical communications: digitized voice

communications containing PHI must be secured in accordance with the Security Rule safeguards
(Source: telehealthresourcecenter.org). In other words, a VolP phone call about a patient is treated

with the same caution as an email with patient data.
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Under the Security Rule, any network carrying ePHI voice data should implement encryption and
access controls to prevent unauthorized interception or access (Source:

telehealthresourcecenter.org)(Source: getvoip.com). VolIP service providers that offer solutions for

healthcare usually meet these needs by encrypting voice streams (using protocols like TLS/SRTP for
call signaling and media) and by requiring user authentication for system access (Source:
getvoip.com). In fact, four primary technical requirements are often cited for HIPAA-compliant
VolIP: the ability to authenticate users, to encrypt data (voice packets, recordings, etc.), to log
and audit calls, and - from a legal standpoint — to sign a Business Associate Agreement (BAA) if
the provider handles PHI on behalf of a covered entity (Source: getvoip.com).

Additionally, VoIP systems frequently have features like voicemail, call recording, and transcription.
Any stored voicemail or recorded call that includes PHI must be protected as ePHI at rest. Best
practices are to encrypt these recordings on the server and restrict access to them (Source:
telehealthresourcecenter.org). Healthcare organizations should also conduct risk assessments

when implementing VolIP, evaluating risks such as: Could the call traffic be intercepted? Does the
VolIP provider’s network use strong encryption? Are there safeguards (like VPNs or session border

controllers) to secure voice traffic? (Source: telehealthresourcecenter.org)(Source:

telehealthresourcecenter.org). Documenting these considerations is part of HIPAA's required risk

management process.

It's also important to train staff using VolP phones on proper handling of patient calls. For instance,
employees should verify they are speaking to the correct person before discussing PHI and ensure
that voicemails contain minimal necessary information (to avoid unauthorized disclosure if someone
else overhears the message). Policies should dictate that no sensitive PHI is left in voicemail
unless necessary, and alternative contact methods should be used if privacy cannot be ensured
(Source: hhs.gov). In summary, VolP technology is permissible for PHI as long as the Security
Rule's standards — encryption, authentication, auditability, and so on — are fully applied. A
healthcare provider must also ensure their VolP vendor will sign a BAA (most major enterprise VolP
providers, like RingCentral, Zoom, or Vonage, will do so and advertise themselves as HIPAA-
compliant platforms) (Source: getvoip.com)(Source: getvoip.com).

SMS and Text Messaging

Text messaging is ubiquitous in modern communication, but standard SMS (Short Message
Service) is inherently problematic for transmitting PHI. By design, SMS messages are sent in
cleartext and are not encrypted, meaning that the content could be intercepted or read by
unauthorized parties (such as through mobile carrier systems or if someone obtains access to the
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device) (Source: healthlawadvisor.com)(Source: healthlawadvisor.com). Moreover, with SMS neither

the sender nor recipient can be strongly authenticated - a sender cannot be sure who is reading
a received text, and recipients cannot verify the identity of the sender beyond the phone number
(Source: healthlawadvisor.com). Traditional SMS messages may also be stored on telecom carrier

servers or phone backups outside the control of the healthcare provider, creating additional copies

of PHI that increase breach risk (Source: healthlawadvisor.com). For these reasons, a standard
texting of patient information lacks the controls needed to support HIPAA Security Rule
compliance (Source: hipaajournal.com).

However, HIPAA does not outright prohibit texting PHI. The Privacy Rule allows patients to choose
their preferred communication method, even if it's not secure, provided the patient is informed of
the risks (Source: support.compliancygroup.com). In guidance, HHS has stated that if a patient

knowingly requests communication via unencrypted text or email, a covered entity may
accommodate that request after warning the patient of the potential risk of interception (Source:
support.compliancygroup.com). This is an aspect of the patient’s right under the Privacy Rule to

receive communications at alternative locations or by alternative means. For instance, a patient
might say: “Text me my lab results.” The clinic should first advise, "SMS is not secure; there's some
risk,” and if the patient still prefers it, the clinic can send the text — documenting the patient’s
request/consent (Source: support.compliancygroup.com). Importantly, this exception applies only

to patient-directed communications. Any routine or organization-initiated transmission of ePHI
between healthcare providers, or between providers and business associates, must be secured to
meet HIPAA standards (Source: support.compliancygroup.com).

The practical solution for texting in healthcare is to use secure messaging platforms that are built
with HIPAA compliance in mind. These are often app-based or web-based messaging services (e.g.
secure patient portal messages, or proprietary healthcare messaging apps) that encrypt messages
end-to-end, require user login authentication, and archive communications for auditing

(Source: healthlawadvisor.com)(Source: healthlawadvisor.com). Many such platforms exist (e.g.
TigerConnect, Imprivata Cortext, Microsoft Teams with a BAA, etc.), and they will sign BAAs with
healthcare organizations. Using these services, clinicians can exchange text-like messages
containing PHI in a protected manner. By contrast, sending PHI over standard consumer SMS or via
chat apps that do not offer a BAA (e.g. WhatsApp, iMessage for provider-to-provider, etc.) would
violate HIPAA unless it falls under the patient preference scenario.

To illustrate, consider two scenarios: (1) A doctor texts a patient’s name and test result to another
doctor via standard SMS - this would be a HIPAA violation because it's PHI sent insecurely and not
at patient behest. If discovered, it would likely be considered a breach of unsecured PHI, requiring
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a risk assessment and possibly notifications (Source: hhs.gov)(Source: hhs.gov). (2) A patient sends
a text to a clinic's number saying “I'm running late for my appointment, here's my info..”” and the
clinic replies with some PHI. Since the patient initiated and consented to texting, the clinic is
permitted to reply, though it should limit the PHI content and ideally remind the patient about
privacy (per HHS guidance) (Source: support.compliancygroup.com). In all cases, healthcare

providers are strongly encouraged to use secure texting solutions that encrypt messages,
require logins, and provide audit trails (Source: hipaajournal.com)(Source: hipaajournal.com).
These solutions mitigate the risks of SMS by ensuring messages cannot be read if intercepted and
that only intended recipients with the proper app can view the PHI. The Joint Commission, for
example, has previously taken stances against clinicians using basic SMS for transmitting orders
due to safety and verification issues (Source: healthlawadvisor.com) — underscoring the healthcare

industry’s caution around texting.

In summary, PHI should not be sent via regular SMS or unsecured messaging unless a patient
insists. For internal communications or any large-scale texting (appointment reminders, etc.),
covered entities should deploy HIPAA-compliant messaging services or secure email. Many have
done so: by 2025, it's common for hospitals to use encrypted messaging apps for on-call physicians
and to communicate with patients through secure portals or texting systems that have safeguards.
These approaches satisfy HIPAA's requirements by encrypting data in transit, controlling access,
and logging message activity (Source: hipaajournal.com)(Source: healthlawadvisor.com).

Mobile and Landline Voice Networks

Telecommunications in healthcare isn't limited to internet-based services - it also includes
traditional telephone networks, both mobile (cellular) and fixed landlines. HIPAA's applicability in
this area hinges on whether the communication is considered “electronic.” The HIPAA Security
Rule applies to ePHI that is transmitted over electronic media, but it does not apply to purely
analog communications (Source: barclaydamon.com). A classic example: a doctor calls a patient

using a standard landline telephone. If that call is truly carried over an old-fashioned analog phone
line (circuit-switched, no digital storage or transmission), the content of the call is not ePHI - it's just
spoken PHI, and only the Privacy Rule (not the Security Rule) governs it (Source:
barclaydamon.com). In such cases, the provider must still protect privacy (e.g. not being overheard,

not leaving detailed voicemails without consent), but they are not required to implement the
Security Rule's technical safeguards because the PHI isn't in electronic form during transmission
(Source: barclaydamon.com).
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In reality, however, the distinction between “landline” and “electronic” is blurring. Most telephone
communications today are digitized at some point. For instance, cellular calls are digital radio
transmissions, and even the public switched telephone network (PSTN) often converts voice to
digital signals over fiber-optic segments. HHS guidance on audio-only telehealth clarifies this
nuance: if a provider conducts a consult via traditional telephone (landline) on their end, the
Security Rule does not apply, regardless of what technology the patient is using (Source:
barclaydamon.com)(Source: barclaydamon.com). But if the provider is using a mobile phone or

VolIP service, that introduces electronic transmission, and thus the Security Rule's safeguards do
apply to the covered entity's side of the communication (Source: barclaydamon.com)(Source:

hhs.gov). In other words, a physician using a smartphone to discuss PHI must consider that call as
transmitting ePHI (over cellular networks, Wi-Fi, or VolP), and should ensure the phone and network
have appropriate security (e.g. using known cellular networks rather than public Wi-Fi, enabling
device encryption, etc.) (Source: barclaydamon.com). The patient’s side is not within the provider's

control — indeed, OCR has stated that a covered provider is “not responsible for the privacy
and security of a patient’'s health information once it's received on the patient’s phone or
device.” (Source: barclaydamon.com). This means if a patient uses a cell phone or VolP app, the

provider doesn’t have to secure the patient’s end, but the provider is responsible for their own
transmission.

Practical implications for mobile phone use in healthcare include: using reputable carriers (major
carriers do employ encryption on the air interface of calls/SMS, though not end-to-end), avoiding
sending PHI via SMS (as discussed above), and possibly using mobile device management (MDM)
or secure dialer apps for clinicians' phones. Many hospitals provide staff with a secure mobile app
or service that routes calls through an encrypted channel or at least ensures no call recordings are
stored without safeguards. Landline calls, while exempt from the Security Rule, still require Privacy
Rule compliance. For example, if a patient requests that all calls be made to their mobile phone and
not to a home number, the provider must accommodate that reasonable request for confidential
communications (Source: hhs.gov). Also, even on landlines, only the minimum necessary
information should be disclosed. A receptionist or nurse should confirm the identity of the person on
the line before sharing sensitive details.

In summary, analog landline communications are a narrow exception to HIPAA's security
requirements. As soon as voice communication involves digital networks — which is almost always, in
modern systems - it should be treated as ePHI in transit, requiring protections. Healthcare
organizations should err on the side of caution: assume phone calls could be intercepted or
recorded, and thus implement policies like not discussing PHI over speakerphone in public areas
and using secure voice services when available. The COVID-19 pandemic spurred HHS to allow
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more flexibility for audio-only telehealth, but that flexibility has since ended with the Public Health
Emergency — now providers must ensure even phone consultations comply with HIPAA to avoid

enforcement action (Source: telehealthresourcecenter.org)(Source: telehealthresourcecenter.org).

Cloud-Based Communication Platforms

Healthcare providers increasingly rely on cloud-based platforms for communication — examples
include unified communications services, paging and messaging platforms, video conferencing
systems, or even Al transcription services for calls. Whenever such a platform handles PHI, the
question arises: is the cloud vendor a business associate under HIPAA, and what must they do to
comply? In general, any cloud-based service that creates, receives, or stores PHI on behalf of a
healthcare organization is a business associate and must comply with HIPAA's requirements
(Source: hhs.gov)(Source: hhs.gov). HHS has made it clear that a cloud service provider (CSP)
cannot simply claim it's a neutral conduit if it is maintaining ePHI — even if the data is encrypted and
the provider has no decryption key, it still counts as “maintaining” PHI and thus triggers business
associate status (Source: hhs.gov)(Source: hhs.gov). For example, a secure healthcare messaging
app that stores message histories on its cloud servers is unquestionably a business associate and
needs a BAA with its customers (covered entities). Likewise, a cloud telephony provider that stores
call recordings or detailed call logs containing PHI cannot use the conduit exception (discussed
below) - it must sign a BAA and apply full Security Rule controls.

Cloud communication platforms used in healthcare must provide robust security features to be
viable under HIPAA. This includes encryption of data at rest and in transit, strong authentication
for user access, audit logging, and often features like automatic logout and remote wipe (for mobile
app integrations) (Source: telehealthresourcecenter.org)(Source: telehealthresourcecenter.org).

Many reputable cloud vendors publish whitepapers on their HIPAA compliance measures. For
instance, a cloud fax or secure email service will outline how they encrypt documents, how they
restrict employee access to customer data, and their breach response procedures. Covered entities
should perform due diligence on any cloud platform — verifying it meets standards (often using
frameworks like NIST's guidelines for cloud security) and obtaining a BAA that contractually
obligates the vendor to protect the PHI (Source: hhs.gov)(Source: hhs.gov). Under the Omnibus
Rule, if a breach occurs at a business associate (like a cloud provider), the BA must inform the
covered entity and may itself be directly liable to OCR for the incident (Source: hhs.gov).

A special consideration is real-time communication platforms (RTC) - for example, telehealth
video services or chatbots. During the pandemic, HHS exercised discretion to allow providers to use
even non-public consumer platforms (like FaceTime or Skype) for telehealth without penalties, but
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that was temporary (Source: telehealthresourcecenter.org)(Source: telehealthresourcecenter.org).

Now, providers must transition to HIPAA-compliant telehealth platforms. A compliant video or
chat platform will ensure encryption of the session, will not use or disclose the video data except as
allowed, and will sign a BAA. Cloud video meeting services like Zoom, Webex, Doxy.me, etc., have
specific HIPAA-compliant offerings and BAAs. These platforms typically disable features that could
leak PHI (like recording or unauthorized cloud storage) unless properly secured. No public-facing
platform (e.g. Facebook Live, Twitch) is permitted for telehealth with PHI (Source:
telehealthresourcecenter.org) — doing so would blatantly violate the Privacy Rule.

In summary, cloud communication tools are essential but bring HIPAA obligations. Covered
entities must treat any such service as a potential business associate and ensure they have
contracts and safeguards in place. Cloud providers themselves need to be aware of the regulatory
expectations — many have adapted by implementing comprehensive security programs (often
aligning with SOC 2 or FedRAMP standards) to protect health data.

Call Centers and PHI Handling

Healthcare call centers - whether in-house or outsourced - are a critical part of the
telecommunications landscape that routinely handle PHI. Examples include after-hours nurse triage
lines, appointment scheduling centers, prescription refill hotlines, or insurance customer service
centers. Call centers that service healthcare clients are generally considered business
associates, because they receive and transmit PHI on behalf of covered entities (for example,
taking patient messages, accessing scheduling systems with PHI, or even handling billing inquiries
with PHI) (Source: hipaajournal.com)(Source: hipaajournal.com). As business associates, call
centers must comply with HIPAA's Security Rule and relevant Privacy Rule provisions (notably, they
must use or disclose PHI only as permitted by their contract and the minimum necessary standard)
(Source: hipaajournal.com). The Omnibus Rule (2013) cemented this by extending direct liability to
service providers “processing, storing, or transmitting ePHI” — which includes essentially all modern
call centers that use computer systems or electronic recordings (Source: hipaajournal.com).

Key compliance considerations for call centers involve both technology and training. Call center
software often includes features like call recording, screen pops with patient data, text or email
follow-ups, and integration with electronic health records or CRMs. All these systems must be
secured. For instance, if calls are recorded for quality assurance, any recording containing PHI must
be stored securely (encrypted, access-controlled) and deleted when no longer needed (Source:
ecosmob.com)(Source: ecosmob.com). If call center agents have computer access to patient
databases, their user accounts should have unique IDs, strong passwords, and role-based access
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so they only see the minimum information required to perform their duties (Source: hhs.gov)
(Source: ecosmob.com). Audit logs should be in place to monitor agent access to records and any

data exports or transfers (Source: hhs.gov)(Source: ecosmob.com).

Communication channels used by call centers must be HIPAA-compliant. This means phone calls,
emails, or texts from the call center to patients must follow the rules. Many call centers now
avoid leaving detailed voicemails; instead, they might leave a generic callback number to maintain
privacy unless the patient has consented to voicemail messages. If call centers use text messaging
to reach patients or providers (for example, sending an SMS to an on-call doctor about a patient
call), they should employ a secure texting platform rather than open SMS (Source:
hipaajournal.com)(Source: hipaajournal.com). The same applies for email: if agents email patients,
they should use encrypted email solutions or patient portal messaging.

Another vital aspect is training and protocols. Call center staff — who may not be medical
professionals — require robust HIPAA training so they understand what constitutes PHI and how it
can be shared. They should be instructed never to discuss patient details with unauthorized
persons, to verify caller identities before releasing information, and to follow scripts that minimize
PHI exposure. Policies should cover things like proper authentication of callers (e.g., asking
callers to confirm personal identifiers before discussing health info), handling of misdirected
communications, and incident reporting if a potential privacy breach occurs.

There have been instances where call centers or answering services fell short, leading to HIPAA
enforcement. One hypothetical example: if a call center employee emailed a daily message log
containing patients' names and reasons for calling to a personal email address (perhaps to work
from home), that would be an impermissible disclosure and a security failure — potentially triggering
breach notification if the email wasn't encrypted. In general, OCR expects covered entities to
ensure their call centers are as secure as any other part of their operation, which often means
requiring the call center (as a BA) to implement secure messaging, encryption, audit trails,
and strict access controls (Source: hipaajournal.com)(Source: hipaajournal.com). Many healthcare
organizations now insist on using secure call center software where, for example, messages are
relayed to physicians via an app rather than standard text, and all activity is logged and monitored
(Source: hipaajournal.com)(Source: hipaajournal.com).

In sum, a call center handling PHI must meet the same HIPAA requirements as the covered entity
itself. This includes signing a BAA that obligates the call center to safeguard PHI and report any
breaches (Source: hhs.gov)(Source: hhs.gov). It includes implementing the Security Rule's
safeguards (from employee training and background checks to firewalls and device encryption in
the call center’s IT environment). And it involves adhering to Privacy Rule limits — for example, only
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using PHI to perform the contracted services and not for any other purpose. Best practices like
secure texting solutions, encrypted call recordings, regular HIPAA training, and periodic
compliance audits are now standard in reputable healthcare call centers (Source: ecosmob.com)

(Source: ecosmob.com). The consequences of failure can be severe: besides legal penalties, a

privacy breach in a call center can erode patient trust and damage the reputation of both the call
center and the healthcare provider it represents.

Covered Entity vs. Business Associate: Telecom Provider
Classification

A crucial question for the telecommunications industry is: When is a telecom service or vendor
directly subject to HIPAA? In HIPAA terms, this boils down to whether the telecom provider is a
covered entity (CE), a business associate (BA), or falls under the narrow “conduit” exception.

e Covered Entity: Traditional telecom companies (phone carriers, ISPs) are not themselves
covered entities under HIPAA, because they are not health plans, healthcare providers, or
healthcare clearinghouses. A telecom could only be a CE if it somehow also performs one of
those covered functions (for example, if a telecom conglomerate operated an employee health
plan, that plan is a covered entity — but the telecom services unit would not be). For the most
part, telecommunications firms will interface with HIPAA either as a business associate or not at
all.

e Business Associate: A telecom provider becomes a BA if it is "creating, receiving,
maintaining, or transmitting PHI on behalf of a covered entity” in a manner that is more
than trivial routing (Source: hhs.gov)(Source: barclaydamon.com). The 2013 Omnibus Rule

explicitly amended HIPAA's definitions to add organizations that maintain PHI (like data storage
providers) to the BA category (Source: hipaajournal.com), and confirmed that most data
transmission services handling ePHI are considered BAs as well (Source: hipaajournal.com). For
example, if a hospital hires a telecommunications vendor to provide a cloud VolP system that
stores voicemail or a texting platform that retains message logs, that vendor is acting as a
business associate. As such, the vendor must sign a Business Associate Agreement (BAA)
with the hospital and is obligated to implement HIPAA safeguards and report any breaches
(Source: hhs.gov)(Source: hhs.gov). Another example: a company providing a secure pager
service or answering service for a clinic is a BA because it is entrusted with transmitting and
possibly storing patient messages. Under the law, business associates are directly liable for
HIPAA violations — OCR can penalize them for lapses just as it can penalize the covered entity.
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This direct liability was demonstrated in enforcement cases where BAs (like IT service providers
and medical billing contractors) were fined for not safeguarding ePHI. Telecom providers
serving healthcare clients should be acutely aware of this accountability.

e Conduit Exception: HIPAA does carve out a narrow exemption for entities considered mere
“conduits” of PHI. A conduit is defined as a service that only transmits data, without
accessing or storing it other than briefly as necessary for transmission (Source: hhs.gov)
(Source: hhs.gov). Classic examples are the U.S. Postal Service or delivery couriers and their
electronic equivalents, such as telecommunications common carriers (landline phone
companies, Internet backbone providers) (Source: hipaajournal.com). The rationale is that a
conduit has transient, random access to PHI (if any access at all) and does not systematically
retain information. For instance, when you mail a letter with PHI or make a telephone call, the
postal service or phone company technically carries the information but isn't expected to read
or store it; thus HIPAA doesn't require a BAA with those carriers (Source: support.telnyx.com).

Similarly, a fiber-optic network operator that simply passes encrypted health data from point A
to B, with no ability to access the content, can be viewed as a conduit.

In practice, the conduit exception is very limited. OCR has emphasized that any persistent
storage of PHI disqualifies a service from conduit status, even if that storage is temporary or the
provider claims “no view" of the data (Source: hipaajournal.com)(Source: hhs.gov). For example, an
email provider or a cloud voicemail service that stores messages even briefly is not a conduit — it is a
BA (Source: hipaajournal.com). Many telecommunications services often involve more than pure
transmission. Examples:

e A telecom company provides a voice messaging system where messages are stored until the
recipient picks them up - this storage, even if short-term, makes the company a BA rather than
a conduit, because PHI is being maintained on their servers (Source: hipaajournal.com)(Source:
hipaajournal.com).

e An SMS texting service (e.g., an API platform like Twilio or Telnyx) that holds message content
for delivery or logs texts for billing has more than transient access. Such messaging providers
are generally considered BAs, not conduits, if used to send PHI (Source: hipaajournal.com).
(Many of these providers do sign BAAs; for instance, Twilio and similar firms offer BAA
contracts for their healthcare customers.)

e A cloud teleconferencing provider that facilitates calls might argue it's just connecting the call,
but if it records calls or persists any data (even metadata), it crosses into BA territory. OCR's
guidance gives an example: if a vendor is only connecting a call and does not create,
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receive, or maintain PHI, a BAA might not be needed - but if the vendor has more than
transient access (say, providing translation services on the call or recording it), then it is a BA
and needs a BAA (Source: barclaydamon.com).

Thus, telecom providers often start as conduits but can easily become business associates
depending on the services they provide. A simple telephone line provider carrying analog signals
is a conduit. But most value-added telecom services (voicemail, data storage, interactive voice
response systems that log patient information, etc.) involve handling PHI beyond mere relay,
invoking full HIPAA obligations.

Telecom companies have taken different approaches to this classification. Some common carriers
claim conduit status broadly — for instance, stating that they do not access the content of calls or
texts. A notable position was taken by at least one communications API provider (Telnyx), which
stated that telecommunications companies “often fall within the conduit exception” and thus may
not require BAAs (Source: support.telnyx.com). They cited the idea that temporary, transient

storage incidental to transmission (such as buffering data packets or storing a text for
milliseconds until the receiver's device is available) does not remove conduit status (Source:
support.telnyx.com). This is true as far as OCR’s commentary goes; transient caching or routing is

allowed for conduits. But if that same company offers a feature like stored SMS delivery receipts or
searchable message history, that ceases to be transient. OCR has warned that some vendors
mislabel themselves as conduits to avoid BAAs, when in fact they do maintain PHI (examples given
include certain “cloud fax" or messaging services) (Source: hipaajournal.com)(Source:
hipaajournal.com). The penalty for misclassification can be severe: if a breach happens and the
vendor was actually a BA without a BAA in place, both the vendor and the covered entity could face
regulatory action for failing to have the required contract and safeguards (Source:
hipaajournal.com).

Bottom line: Any telecom provider working with a healthcare client should carefully assess its
involvement with PHI. If the service truly just pipes data from point A to B with no ability to access
or store the information, it can be treated as a conduit (no BAA required). But when in doubt, it is
safer (and usually required) to treat the provider as a business associate: sign a BAA and enforce
HIPAA-level security. Covered entities will typically insist on a BAA unless the service is clearly just
like a phone company. Indeed, many healthcare organizations now include telecommunications and
IT vendors in their vendor risk management programs and expect them to demonstrate HIPAA
compliance. A telecom provider that proactively implements HIPAA safeguards and offers to sign
BAAs will likely have a competitive advantage in the healthcare market, as it shows understanding of
the industry’s legal needs.
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Compliance Requirements for Telecom Providers Handling
PHI

When a telecommunications service or infrastructure is subject to HIPAA (usually by virtue of being
a business associate to a healthcare client or part of a covered entity’s operations), it must
implement the required safeguards of the HIPAA Security Rule and the necessary Privacy Rule
policies. Here we summarize key compliance requirements that are particularly relevant to telecom
providers, including encryption, audit controls, access management, and secure transmission,
among others:

e Encryption of PHI in Transit and at Rest: Encryption is one of the most critical safeguards for
telecom data. While the Security Rule labels encryption as “addressable” (meaning an entity
can choose an alternative if encryption is not reasonable for some reason), encryption is
effectively expected whenever PHI traverses public networks or is stored on portable media or
cloud servers (Source: hhs.gov)(Source: support.compliancygroup.com). For telecom providers,

this means voice and data carrying PHI should be encrypted during transmission (e.g., using
TLS for VolIP signaling, SRTP for voice streams, HTTPS for web-based texting portals) (Source:

healthlawadvisor.com)(Source: support.compliancygroup.com). It also means any stored PHI

on their systems (voicemail files, chat transcripts, call detail records with identifying
information, etc.) should be encrypted at rest, using strong algorithms (such as AES-256)

(Source: telehealthresourcecenter.org)(Source: support.compliancygroup.com). HHS guidance
specifies that properly encrypted data is considered "unreadable and indecipherable” to
unauthorized persons, thus if a breach occurs (e.g., a server hack or lost backup tape), and the
data was encrypted to approved standards, the incident may not even be reportable under the
Breach Rule (Source: hhs.gov). Many telecom providers follow NIST recommendations for
encryption: for example, using at least TLS 1.2+ for data in transit and robust encryption for
databases and storage volumes for data at rest (Source: support.compliancygroup.com). The

compliance mantra is “encrypt all PHI whenever possible” — indeed, it's often said that it is a
HIPAA best practice to encrypt all communications containing PHI (Source:
support.compliancygroup.com).

e Secure Transmission and Network Security: Beyond encryption, telecom providers must
guard against unauthorized access to data as it traverses networks (the Security Rule's
Transmission Security standard) (Source: hhs.gov). This can involve using secure VPNs or
private networks for transferring sensitive data, implementing firewalls and intrusion detection
systems on networks that route PHI, and ensuring that wireless transmissions (like Wi-Fi or
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cellular data in a hospital's communications) are appropriately secured. For VolP systems,
session border controllers (SBCs) are often used in healthcare to secure voice traffic and
enforce encryption and access policies at network boundaries (Source: ecosmob.com)(Source:
ecosmob.com). Additionally, telecom providers should consider segmentation — keeping any

systems that handle PHI isolated from the rest of their network or the public internet except
through secure gateways. Physical security of network infrastructure is also vital: servers, data
centers, or even telecom switching facilities that process PHI should have controlled access,
cameras, and other protections to prevent tampering (fulfilling the Security Rule's physical
safeguard requirements).

e Access Management: Controlling access to systems that handle PHI is a cornerstone of
HIPAA. Telecom providers must ensure that only authorized personnel can access PHI, and
even then, only the minimum necessary access is granted (Source: hhs.gov). In practice, this
involves unique user IDs for each employee or system process accessing PHI, strong
authentication (passwords, and increasingly multi-factor authentication for remote access), and
role-based access controls. For example, if a telecom company runs a cloud call center
platform for a clinic, the engineers supporting the platform should not casually browse call
recordings; access to those recordings should be limited and logged. Administrative
safeguards complement this: the provider should have procedures for authorizing or
terminating user access when employees change roles or leave, background checks where
appropriate, and workforce training on security awareness (Source: ecosmob.com)(Source:
ecosmob.com). Another aspect is device and media controls - if PHI is stored on laptops, USB

drives, or mobile devices (which often happens in telecom when techs have troubleshooting
data or configuration files), those devices should be encrypted and inventory-controlled.

¢ Audit Controls and Monitoring: Audit logs are required so that activities involving ePHI can be
recorded and examined (Source: hhs.gov). Telecom systems should therefore have logging
enabled for events like: user logins, access to sensitive files, configuration changes on servers,
and data exports. For instance, a texting platform should log when messages are sent, who
viewed them, and any administrative actions (like an admin accessing a user's mailbox). These
logs must be reviewed regularly as part of security monitoring. Many providers implement
automated alerts for suspicious events (e.g., a single user downloading a large volume of data,
or failed login attempts indicating a brute force attempt). HIPAA doesn't prescribe the
frequency of log reviews, but regulators expect covered entities and BAs to proactively
identify anomalies. There have been OCR penalties for failing to detect improper access in a
timely manner. For a telecom provider, an audit mechanism might also include the ability to
produce reports for the covered entity client, demonstrating who on the provider's side
accessed their data and when - fulfilling contractual obligations and building trust.
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 Integrity Controls: Ensuring that PHI is not improperly altered or destroyed is another technical
requirement (Source: hhs.gov). Telecom providers must use measures like checksums,
backups, or database integrity constraints to prevent data corruption. For example, a secure
messaging service might implement message authentication codes (MACs) to ensure messages
aren't tampered with in transit, or a voice recording system might use write-once media or hash
verification to detect if a recording file was changed. Regular data backups (with encryption)
also fall under both integrity and availability safeguards — so that PHI isn't lost due to hardware
failures or ransomware attacks. The backups themselves, of course, must be protected with the
same rigor (encrypted storage, restricted access).

e Breach Notification and Incident Response: As part of compliance, telecom providers need
policies to handle potential security incidents. If a breach (unauthorized disclosure) of PHI
occurs on the provider's systems, the provider, as a BA, is required to notify the covered entity
client without unreasonable delay (no later than 60 days) (Source: hhs.gov). Providers should
have an incident response plan that includes investigating the scope of a breach, mitigating
harm (for example, shutting down compromised servers, or calling a phone carrier to halt a SIM
swap if phone-based PHI was at risk), and cooperating with the covered entity to provide
information needed for notifications. It's wise for telecom BAs to have a breach notification
procedure in the BAA that outlines exactly how and whom to notify on the covered entity side.
Being prepared in this area is crucial given the prevalence of cyber threats. For instance, if a
telecom vendor’s system is hit by a ransomware attack and PHI is encrypted by the attackers
(or exfiltrated), that likely constitutes a breach of PHI that must be reported. Having logs and
encryption in place can help in the risk assessment to determine if PHI was actually
compromised (Source: hhs.gov)(Source: hhs.gov) (if data was encrypted at rest and the key
wasn't taken, the PHI might still be secure).

e Business Associate Agreements: As touched on earlier, if a telecom provider is a BA, it must
execute a BAA with the covered entity before PHI flows. This is not just a formality — the
contract will define the permitted uses and disclosures of PHI by the provider, require the
provider to implement safeguards and assist the covered entity in complying with obligations
(like allowing the covered entity to fulfill patient rights or requests involving data the provider
holds), and require breach reporting (Source: hhs.gov)(Source: hhs.gov). From a compliance
perspective, telecom providers should have template BAA language ready and a process to
ensure BAAs are in place for all healthcare clients. Lack of a BAA when one is needed is itself a
HIPAA violation — OCR has fined entities for not having proper BAAs. For example, if a hospital
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was using a texting service without a BAA and a breach occurred, OCR could penalize both the
hospital and the service for that oversight. Thus, it's a fundamental requirement that no PHI is
exchanged until a BAA is signed.

e Documentation and Policies: HIPAA also requires that policies and procedures be
documented, and that documentation (including security assessments, training records, etc.)
be retained for at least six years (Source: hhs.gov)(Source: hhs.gov). Telecom providers should
maintain comprehensive documentation of their HIPAA compliance program - network
diagrams showing PHI flows, risk analysis reports, access control policies, encryption protocols,
etc. If OCR audits the provider or a client's arrangement, having this paperwork demonstrates
diligence. It's also important for providers to update their policies periodically and in response
to any environmental changes or incidents (Source: hhs.gov). For instance, if a new feature is
added to a communications platform (say, a chatbot function), the risk analysis and policies
should be updated to cover that feature's compliance considerations.

In essence, telecom providers that handle PHI need to operate with the same level of security
and privacy controls as any healthcare entity would. This can be a significant undertaking,
especially for smaller vendors not originally in the healthcare space. Many follow external standards
like NIST SP 800-53 or ISO 27001 to structure their security controls, which map well to HIPAA
requirements. The HHS/NIST guidance (SP 800-66) provides a crosswalk between HIPAA standards
and NIST's cybersecurity framework, which can be very useful for telecom firms aligning to best

practices (Source: techtarget.com)(Source: techtarget.com). Common technical measures include

encryption, network segmentation, secure software development practices (for any telecom apps),
and continuous monitoring. Administrative measures include background checks, security training,
least privilege access, and vendor management (yes, even a telecom BA might have its own
subcontractors, who then also need BAAs if they access PHI — e.g., a data center or cloud sub-
provider).

By fulfilling these requirements — encrypting data, securing networks, authenticating users,
logging activity, preparing for breaches, and formalizing responsibilities via BAAs - telecom
providers not only comply with HIPAA but also protect the sensitive health information entrusted to
them. These steps reduce the risk of breaches and build confidence with healthcare clients.
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Technological and Legal Challenges for Telecom Providers

Achieving HIPAA compliance in telecommunications is not without challenges. Telecom providers
often face a unique intersection of technical hurdles, operational complexities, and legal
ambiguities when adapting their services to meet healthcare's stringent requirements. Here we
explore some of the major challenges:

1. Securing Legacy Systems and Inherent Limitations: Many telecommunication systems were
not originally designed with HIPAA-level security in mind. Legacy telephone infrastructure and SMS
networks, for example, prioritize reliability and interoperability over encryption. Upgrading or
overlaying these systems with encryption and authentication can be difficult. For instance, standard
SMS and voice networks do not provide end-to-end encryption by default, so healthcare
organizations must employ workarounds (like secure messaging apps or VPN voice gateways).
Retrofitting encryption onto voice calls that hop between carriers can be technically complex — not
all carriers support the same protocols, and end-to-end encryption might only work within the
confines of a single application. Similarly, older PBX (private branch exchange) phone systems in
hospitals might not log user access or have user-specific logins, complicating audit requirements.
Ensuring compliance often means significant investment in new technology (secure VolP
platforms, modern cloud solutions) to replace or augment the old, which can be a challenge for
budget-constrained organizations.

2. End-to-End Encryption vs. Lawful Intercept Requirements: Telecom providers operate under
communications laws that sometimes conflict with encryption. For example, in the U.S., the
Communications Assistance for Law Enforcement Act (CALEA) requires telecom carriers to be able
to facilitate lawful interception (wiretaps) with a court order. If a telecom provider were to implement
true end-to-end encryption for a phone call (such that even the carrier cannot decrypt it), this could
clash with those regulations. While HIPAA encourages strong encryption for privacy, telecom
providers have to balance it with legal intercept capabilities. Some navigate this by encrypting
content in transit but holding a decryption ability in escrow — however, that introduces a potential
vulnerability from a security standpoint. This tension between privacy encryption and legal
obligations is a challenge unique to communications providers that HIPAA-covered entities might
not face on their own.

3. The “Conduit or BA" Ambiguity: As discussed, whether a telecom service is a conduit or a
business associate can sometimes be a gray area. Providers may struggle with customers insisting
on a BAA when the provider believes it's just a conduit, or vice versa. Determining the exact
responsibilities can require detailed legal and technical analysis. For example, an internet service
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provider (ISP) might argue it never looks at customer data (pure conduit), but if that ISP also offers
email hosting or cloud storage, those specific services are BA functions. Telecoms with diversified
services must be careful to identify which lines of business require HIPAA compliance. Navigating
these classifications and perhaps carving out HIPAA-compliant product offerings (while excluding
others) poses both legal and marketing challenges. There have been cases where a vendor
incorrectly assumed conduit status and later found out it should have been HIPAA-compliant — often
in the wake of a breach investigation (Source: hhs.gov)(Source: hipaajournal.com). To avoid this,
telecom lawyers and compliance officers must be well-versed in HIPAA's nuances, which is a
challenge for companies for whom healthcare is only one part of their client base.

4. Scalability of Audit and Monitoring: Telecom systems can generate enormous volumes of logs
and data. Implementing audit controls that record every access or transmission involving PHI can
be like finding needles in haystacks. For instance, a telecom texting platform might process millions
of messages a day; retaining and reviewing logs for anomalies in PHI-related messages is a big data
problem. Ensuring that audit logs are not only kept but also actively reviewed (and kept secure
themselves) requires advanced SIEM (Security Information and Event Management) tools and skilled
analysts. Many telecom providers find it challenging to integrate such monitoring deeply enough to
catch subtle issues (like an employee misusing credentials) amid the noise of normal operations. It's
a challenge to differentiate a harmless network glitch from a potential breach in real time. Resource
constraints in analyzing audit data can lead to delayed breach detection, which is risky under
HIPAA's timeliness requirements.

5. User Authentication and BYOD: Telecom services often involve end-users who are using their
own devices — for example, doctors or nurses using personal smartphones to receive calls or texts
via a telecom service. Implementing strict authentication and access control in a BYOD (Bring
Your Own Device) environment is challenging. The provider must ensure that if an employee
leaves or a device is lost, access to PHI through the telecom service is cut off. This may require
sophisticated mobile device management or app-specific controls like remote wipe or automatic
logoff on inactivity (Source: hipaajournal.com)(Source: ecosmob.com). Designing these features

without degrading the user experience (clinicians need quick, convenient communication) is a
balancing act. If security measures are too cumbersome (e.g., needing to log in through multiple
layers every time to view a text), users might seek insecure workarounds, ironically creating more
risk. So telecom providers have the challenge of building security that is robust yet user-friendly
— something that often involves iterative development and close work with healthcare clients.
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6. Interoperability and Multiple Parties: In telecommunications, a single communication often
traverses multiple systems and organizations. A phone call might go through several carriers, a text
message through various gateways. This raises the question: who is responsible for HIPAA
compliance across that chain? A healthcare text might originate in a hospital’'s secure messaging
system (HIPAA compliant) but then be handed to a cell carrier's SMSC (which might be a conduit or
maybe not?), and then to the patient’s mobile provider. Not all links in the chain have HIPAA
obligations, which means the security is only as strong as the weakest link. This fragmentation is a
challenge because a covered entity or BA can secure its piece of the puzzle but cannot directly
control third-party networks. For truly secure communication, often the solution is end-to-end
encryption where intermediate carriers don’t need to be HIPAA compliant because they never see
the plaintext PHI (Source: healthlawadvisor.com)(Source: healthlawadvisor.com). But as mentioned,

that's not always feasible, and when not done, telecom providers must rely on contractual
arrangements and trust in those intermediaries. This complexity complicates risk assessments — a
provider must consider scenarios like "what if a downstream carrier's server is breached?”" and
perhaps include clauses in contracts requiring notification through the chain. Legally, if a sub-
vendor is involved (like a subcontractor to a telecom BA), that subcontractor also needs a BAA and
compliance. Managing these subcontractor BAAs (for instance, a telecom outsourcing data storage
to a cloud data center) can be challenging, especially if the subcontractor is international or
unfamiliar with HIPAA.

7. Data Localization and Global Services: Many telecom and cloud communication services are
global in reach, which raises issues of data residency and cross-border data flow. HIPAA does not
forbid storing PHI outside the U.S., but the covered entity remains responsible for its protection.
Some healthcare clients may demand that PHI be stored on U.S. soil for comfort or compliance with
other laws. Telecom providers that operate data centers worldwide must ensure their global
infrastructure meets HIPAA standards and possibly restrict certain data to certain regions.
Additionally, if an overseas call center or development team has access to PHI, the provider must
ensure they are trained in HIPAA (even though enforcement by OCR might be practically difficult
overseas). Complying with both HIPAA and foreign privacy laws (like GDPR in Europe, which might
apply if European individuals' data somehow enters the system) can be a legal maze. In short, the
global nature of telecom networks can clash with the healthcare industry’s preference for
controlled, local handling of PHI.

8. Rapid Technological Change: The telecom industry evolves quickly — new messaging platforms,
Al-driven communication tools, loT devices, 5G capabilities, etc. Each innovation comes with
unknown security considerations. For example, using Al to transcribe voicemails into text could
improve efficiency, but if not done securely, those transcripts (PHI) could be at risk. Or think of
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telehealth via smart speakers or home IoT devices — are those transmissions encrypted? Are the
devices themselves secure? Telecom providers must stay ahead of threats and update their controls
continuously. Hackers are also aware that telecom systems, if breached, can yield a lot of sensitive
data (for example, a hacker intercepting unencrypted pager messages or exploiting SS7 flaws in
cellular networks). So, providers face a dynamic threat landscape including things like phone system
fraud, SIM swapping (where an attacker hijacks a phone number — if that number receives patient
messages, this becomes a breach), and denial-of-service attacks on communication systems that
could impair availability of PHI. Keeping pace with cybersecurity threats in telecom requires
ongoing investment in expertise and technology (like advanced encryption, monitoring, and incident
response capabilities). Many smaller vendors find this challenging without partnering or using third-
party security services.

Despite these challenges, the trend is that telecommunications and healthcare are converging,
and solutions are emerging. Industry groups and government agencies (like NIST and the FCC) have
been working on guidelines to help, and many telecom providers are leveraging frameworks like the
NIST Cybersecurity Framework to systematically address risks. Still, navigating the dual compliance
environment of healthcare and telecom requires careful planning. It's important for telecom
providers to engage experienced compliance professionals and consult legal counsel when
designing services for healthcare, to preempt these challenges wherever possible.

Case Studies and Enforcement Actions Involving Telecom and
HIPAA

Real-world cases help illustrate how HIPAA violations can occur in telecommunications contexts and
what enforcement actions or remedies have resulted. While many high-profile HIPAA settlements
involve lost laptops or hacking of medical databases, there have also been incidents touching on
telecom services like phone calls, texts, and messaging systems. Below are a few representative
examples and case studies:

e Inappropriate Voicemail Disclosure (Privacy Rule Case): A notable case example from HHS
involved a hospital employee who left a detailed voicemail message about a patient’s medical
condition and treatment plan on the patient's home phone - even though the patient had
instructed the hospital to use her work number for communications (Source: hhs.gov). This
violated two aspects of the Privacy Rule: the minimum necessary rule (the message contained
more information than necessary) and the confidential communications requirement (the
patient's request for contact at a specific phone was not honored) (Source: hhs.gov). The
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outcome was not a monetary penalty but a corrective action: the hospital entered into an OCR
resolution agreement to improve policies. They implemented new procedures for leaving
messages, training staff to omit sensitive details and check for patient communication
preferences before calling (Source: hhs.gov). This case underscores that even something as
common as leaving a voicemail can be a HIPAA issue. An important lesson for covered entities
is to train staff on how to properly handle phone communications - e.g., verify numbers,
don’t include diagnoses or test results in messages unless patient consents, and document
patient contact preferences.

o Texting PHI to Wrong Recipient (Hypothetical Breach Scenario): While we may not have an
official OCR settlement solely about a misdirected text, many organizations have reported
incidents of PHI being sent to the wrong phone number via SMS. For example, a clinic might
intend to text an appointment reminder to John Doe but accidentally send it to another patient
or a random person due to a typo in the number. Such an incident is an impermissible
disclosure. The Breach Notification Rule would require an analysis: was the content sensitive,
who received it, and did they view it? If the text contained just a first name and appointment
time, the clinic might decide the risk is low (perhaps no notification needed if the data is not
identifiable health info). But if it contained medical details or personal identifiers, it likely
qualifies as a breach of unsecured PHI that must be reported to the patient and HHS (Source:
hhs.gov)(Source: hhs.gov). In practice, covered entities have had to send breach notification
letters informing individuals that their health information might have been disclosed via
misdirected communication. While these incidents typically don't result in large fines (especially
if small scale), they can prompt OCR to investigate overall texting practices. For instance, if
OCR finds that an entity is routinely texting ePHI over unsecured SMS without patient
permission or proper safeguards, it could lead to corrective action. Organizations in response
often move to secure messaging platforms to prevent repeats.

e Mobile Device Theft from Call Center (Security Rule Case): Consider a scenario where a call
center employee who handles scheduling for a hospital had a company smartphone used to
communicate with on-call physicians, and that phone was stolen. If the phone contained emails
or text messages with PHI and wasn’t encrypted or protected by a strong password, this would
be a reportable breach of PHI. OCR has penalized entities for failing to encrypt mobile devices -
for example, in other industries, stolen unencrypted laptops have led to six-figure settlements.
A telecom-focused variant would highlight the importance of mobile device management. An
entity that had such a theft could face enforcement if it hadn’t implemented reasonable controls
(encryption, remote wipe, etc.). The mitigations would include notifying patients (if PHI like
names, diagnoses, etc., were in the device's communications) and retraining staff. The
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preventive lesson is that any device used in telecom that stores or can access PHI — phones,
tablets, even voicemail systems — should be encrypted and subject to policies (which OCR
would check in an investigation).

e Conduit vs. BA Dispute (Compliance Issue): While not a public “case” in terms of fines, there
have been instances where HHS provided clarification due to industry confusion. One example
is the 2014 HHS/OCR guidance on cloud providers: some cloud storage companies claimed
they didn’t need BAAs because data was encrypted (a “no-view"” conduit argument). OCR's FAQ
response made clear that if the service maintains ePHI (even if encrypted), it is a BA, not a
conduit (Source: hhs.gov)(Source: hhs.gov). We can extrapolate a similar principle to telecom
providers: if a secure messaging provider had tried to avoid signing BAAs by claiming conduit
status, that stance would not hold up under OCR scrutiny if there is any storage. There haven't
been widely publicized penalties of a telecom firm solely for misclassifying itself, but OCR could
certainly enforce the requirement to have BAAs. For instance, OCR reached settlements with
healthcare providers for not having BAAs with their vendors (including an early case where a
medical center had to pay $31,000 for lack of a BAA with a billing services company) (Source:
hhs.gov). By extension, a telecom vendor who refuses to sign BAAs might lose healthcare
business or put its clients at compliance risk — a situation no one wants to escalate to
regulators. The “case study” lesson here is the HIPAA Journal report of misclassified
conduits: some electronic fax companies thought they were conduits like the postal service,
but because they stored fax images, they were not exempt (Source: hipaajournal.com). If OCR
investigated such a company after a breach, it would treat it as a BA lacking a necessary BAA,
which could lead to penalties and mandatory corrective measures (Source: hipaajournal.com).

e SMS Texting Platform Enforcement (Hypothetical): Imagine a texting platform used by a
pharmacy to message patients about prescriptions experiences a breach — say their database
of messages and phone numbers is hacked. If those messages included PHI (like medication
names), this is a large breach affecting potentially thousands of individuals. OCR would likely
investigate both the pharmacy (covered entity) and the platform provider (business associate).
The platform would need to demonstrate it had reasonable safeguards; if found negligent (e.qg.,
no encryption of the database, weak passwords, no BAA in place), OCR could issue fines. We
haven’t seen a named-and-shamed OCR settlement of a texting vendor yet, but we have seen
analogous cases: e.g., in 2019, OCR fined a dental office $10,000 for responding to a patient’s
online review with PHI — showing that even seemingly small-scale electronic disclosures are
taken seriously (Source: hhhealthlawblog.com). An SMS platform breach of large scale could

easily result in a major settlement and become a case study cautioning all texting services to
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step up security. It would also undoubtedly drive home the message that unencrypted PHI on
a messaging server is “unsecured PHI" and subject to breach notification (Source:
hhs.gov).

¢ Use of Communication Apps in Emergencies (Enforcement Discretion and Its End): During
the COVID-19 pandemic, OCR announced it would not penalize providers for using non-
compliant communication tools for telehealth in good faith (e.g., using Skype or phone without a
BAA) (Source: telehealthresourcecenter.org)(Source: telehealthresourcecenter.org). This was a

temporary enforcement discretion. A case study here is how many practices quickly adopted
apps like Doxy.me or even FaceTime to reach patients. Now that the emergency is over, OCR
has explicitly stated enforcement of HIPAA rules for telehealth audio/video is back (Source:
telehealthresourcecenter.org)(Source: telehealthresourcecenter.org). Providers (and their tech

vendors) had a grace period until August 2023 to come into compliance (Source:
telehealthresourcecenter.org). A potential “case” in the making is any provider who failed to

transition and continues to use, say, WhatsApp video for patient consults without a BAA. If a
complaint is filed or a breach happens, OCR might make an example by imposing a penalty,
highlighting that the enforcement discretion is over. The lesson for telecom-related services is
that stopgap measures are not permanent — compliance requirements eventually must be
met, and those who don’t adapt could face regulatory action.

In summary, while not all of these examples are formal fines, they collectively demonstrate common
pitfalls and resolutions in the telecom domain: improper phone messages, mis-sent texts, device
theft, unclear BA roles, and rapid tech shifts. The overarching theme is that privacy and security
must be embedded in how communications are handled. Even when there isn't a high-profile
multimillion-dollar fine in this space, institutions have had to change practices under OCR oversight
(which can be costly and labor-intensive in itself). The best “case study” for telecom providers is to
study the resolution agreements and guidance HHS has published, and proactively address those
issues. By doing so, they can avoid becoming the next negative case study and instead be seen as
compliance success stories.

Best Practices and Risk Management Strategies for Telecom
HIPAA Compliance

Given the challenges and stakes discussed, telecom providers and their healthcare customers
should adopt comprehensive best practices to manage risks and ensure ongoing HIPAA
compliance. Below are key strategies and industry guidelines that have emerged as effective:
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1. Encrypt Everything, All the Time: As repeated throughout, encryption is one of the strongest
protections. The best practice is to encrypt all communications and data storage that involve
PHI - no ifs or buts (Source: support.compliancygroup.com)(Source:

support.compliancygroup.com). This includes using state-of-the-art encryption protocols for data in
transit (e.g., TLS 1.2+ or TLS 1.3 for web APIs and SIP-TLS for VolIP signaling, with SRTP/AES for
voice streams) and robust encryption for data at rest (AES-256 is a common choice for databases,

file systems, and device encryption) (Source: support.compliancygroup.com)(Source:

support.compliancygroup.com). Providers should also manage encryption keys securely (using key

management systems, restricting access to keys). A specific tip is to disable older, insecure
protocols — for instance, ensure that only modern cipher suites are allowed for TLS and that
obsolete protocols like SSLv3 or TLS 1.0 are turned off to prevent downgrade attacks (Source:
support.compliancygroup.com)(Source: support.compliancygroup.com). By encrypting PHI,

providers not only protect privacy but gain the Breach Notification Rule safe harbor, which is
invaluable in case of incidents (Source: hhs.gov).

2. Strong Access Controls and Identity Management: Implement strict authentication and
authorization for any systems that handle PHI. Use unique user IDs (no shared accounts) and
enforce strong passwords or passphrases, supplemented by multi-factor authentication (MFA)
especially for remote or administrative access. Many breaches start with compromised credentials,
so MFA (e.g., one-time token apps or hardware keys) is a highly recommended best practice.
Additionally, follow least privilege — each user (or service account) should have only the
permissions necessary for their role (Source: hhs.gov). For example, a customer support rep at a
telecom company might need to see a client’s account info but not the actual content of messages
- so design systems to separate metadata from message content, and only allow higher-privilege
staff to access PHI content when required. Use role-based access control (RBAC) frameworks to
manage this efficiently. Regularly review and audit user access rights; remove or adjust privileges
promptly when roles change. It's also good practice to maintain session timeouts (automatic logoff
after inactivity) to reduce the risk of someone walking away from a logged-in console and an
unauthorized person taking advantage (Source: healthlawadvisor.com).

3. Comprehensive Auditing and Monitoring: As a risk management strategy, set up continuous
monitoring of systems. Audit logs should capture at minimum: user login/logout events, attempts to
access PHI (successful and failed), changes to security settings, creation or deletion of accounts,
and data exports or transfers (Source: hhs.gov)(Source: healthlawadvisor.com). Use automated

tools (Security Information and Event Management — SIEM systems) to correlate and analyze logs.
Best practice is to define alert conditions - e.g., alert if an admin account logs in at 2 AM, or if
there's a large data download, or multiple failed logins for an account (which might indicate a brute
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force attack). Conduct regular audits of logs for suspicious behavior. If resources allow, having a
Security Operations Center (SOC) or using a managed security monitoring service can greatly
enhance threat detection. Additionally, perform periodic security assessments — vulnerability
scans at least quarterly, and penetration testing at least annually or when significant changes occur.
These tests can identify weaknesses in the telecom systems (like an open port that shouldn't be, or
a web vulnerability in a customer portal) before an attacker does.

4. Robust Employee Training and Culture of Compliance: Human error is often the weakest link,
so continuous training is vital. All employees of a telecom provider who may come into contact with
PHI (directly or indirectly) should undergo HIPAA training that covers privacy principles, security

practices, and their specific responsibilities (Source: ecosmob.com)(Source: ecosmob.com).

Training should include practical scenarios (e.g., how to verify a caller’s identity, how to respond if
someone asks for PHI without proper authorization, what to do if you receive an email or text by
mistake). Emphasize the importance of reporting incidents or near-misses (like faxing info to the
wrong number, or detecting a phishing attempt) without fear of punishment — this helps catch
issues early. Many organizations complement formal training with ongoing awareness activities:
posters in the workplace, email reminders about not sharing passwords or clicking unknown links,
and perhaps simulated phishing emails to keep employees on their toes. A culture of compliance
means employees at all levels understand that protecting patient data is part of their job and feel
responsible for it.

5. Use of Secure Platforms and Tools: Whenever available, choose and deploy technologies built
with security in mind. For example, use a reputable secure messaging platform for texts rather
than ad hoc texting - one that provides encryption, message expiration, and remote wipe
capabilities (Source: hipaajournal.com)(Source: hipaajournal.com). For email, use an encrypted
email service or add-on (e.g., secure email gateways that encrypt messages containing PHI
automatically). For voice, consider enterprise VolP solutions that support encryption and have
features like audit logging for calls. If using collaboration tools (video conferencing, chat apps), go
with their HIPAA-compliant versions — many vendors offer special healthcare plans that include
BAAs and additional security features. Avoid consumer-grade tools for PHI (no WhatsApp, public
Skype, standard Gmail, etc., when PHI is involved). In call centers, deploy data loss prevention
(DLP) tools that can detect if an agent is attempting to send PHI outside authorized channels (e.g.,
copying a conversation transcript to a personal email). Also, ensure secure disposal of old
equipment: when retiring servers, hard drives, or even fax machines, follow NIST guidelines for
media sanitization (wiping or physically destroying drives) so that discarded hardware doesn't
become a breach source (Source: hhs.gov)(Source: hhs.gov).
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6. Regular Risk Analyses and Updates: Conduct a formal risk analysis at least annually — or
whenever significant changes occur (like launching a new service or integration) (Source:

telehealthresourcecenter.org)(Source: telehealthresourcecenter.org). ldentify all systems and data

flows involving PHI, rate the threats and vulnerabilities, and decide on mitigation strategies. This
process should be documented and approved by management. Following the risk analysis, update
your risk management plan: address high-risk items first (maybe it's an unencrypted database or a
lack of backup generator for a server, etc.), and have a roadmap for medium and low risks.
Importantly, follow through with risk mitigation — OCR has penalized entities not for failing to do a
risk analysis, but for failing to act on one. Reevaluate periodically: technology and threats evolve, so
maybe last year SMS texting was disabled (risk mitigated), but this year you started a new chat bot
service — assess that new risk. Treat risk analysis as a living process, not a one-time checkbox
(Source: techtarget.com)(Source: techtarget.com). Engage multidisciplinary stakeholders - IT,

compliance, legal, operations — to get a full picture of how communications occur and what could go
wrong.

7. Business Associate Management and Contracts: For telecom providers as BAs, maintain a
strong business associate management program. This means having a standard BAA template
that meets HHS requirements, keeping track of all current BAAs with customers (and with any sub-
contractors). If you're a covered entity managing telecom vendors, similarly track which vendors
have BAAs and ensure they're renewed if needed. Include specific security expectations in
contracts: for example, the BAA can require the BA to use encryption as per HHS guidance, to
undergo yearly SOC 2 audits, or to report any security incident within, say, 5 days (faster than the
HIPAA max of 60 days) so the covered entity isn't caught off guard. Also, leverage third-party
security assessments: many healthcare organizations ask vendors to fill out security
questionnaires or even undergo audits (like HITRUST certification). Telecom providers wanting to
excel in healthcare may pursue independent certifications or attestation reports to demonstrate
compliance. This not only reassures clients but also forces internal discipline in maintaining controls.

8. Incident Response Preparedness: Prepare a clear incident response plan that covers privacy
or security incidents. Train your team on it with tabletop exercises (e.g., simulate discovering that an
email with PHI was sent to the wrong person, walk through steps). The plan should outline how to
triage an incident, whom to involve (IT, compliance, legal, communications), how to investigate
scope (like pulling logs to see what was accessed), and how to contain it (disconnecting systems,
etc.). It should also have procedures for external notifications — notifying the covered entity if
you're a BA, and assisting them with information for patient notifications if needed (Source: hhs.gov)
(Source: hhs.gov). Fast and effective response can greatly reduce the impact of a breach and
demonstrate to regulators that you are responsible. For example, if a telecom provider quickly
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detects an intruder on a server and can show that due to encryption the intruder couldn’t read any
PHI, that might avoid it being a reportable breach at all. Document all incidents and the response
actions taken; OCR often asks for this documentation if a breach is under investigation.

9. Keeping Updated with Regulations and Guidance: Healthcare regulations evolve - for instance,
proposed updates to the Privacy Rule (as of 2023-2025) may tweak disclosure requirements or
patient rights (like strengthening access or accounting of disclosures). Telecom providers should
stay informed by following HHS/OCR guidance, subscribing to industry newsletters, or participating
in healthcare IT associations. For example, in 2022 OCR issued guidance specifically on audio-only
telehealth to clarify how HIPAA applies to phone calls (Source: barclaydamon.com)(Source:

barclaydamon.com) — knowing such guidance helps telecom vendors and providers adjust practices

(like understanding that landline vs. cellular distinction). Similarly, NIST's updates to its
cybersecurity guidance for healthcare (SP 800-66 revision) provide actionable security practices
(Source: techtarget.com)(Source: techtarget.com). By staying current, telecom providers can

anticipate changes (say, if OCR were to require multifactor authentication in the future, those ahead
of the curve will be prepared).

10. Engaging Leadership and Building a Compliance Culture: Lastly, successful compliance
requires buy-in from the top. Ensure that organizational leadership (CIO, CISO, CTO, CEO)
understand the importance of HIPAA compliance in telecom operations and allocate necessary
resources. Establish governance like a compliance or security committee that meets regularly to
review status, incidents, and needed improvements. Encourage a culture where employees feel
responsible and are encouraged to report issues and suggest improvements. Celebrate compliance
achievements (like completing encryption of all databases, or passing an audit) to reinforce positive
behavior. A strong culture can often prevent breaches more effectively than any single technology -
for instance, an employee who feels responsible might double-check that phone number before
sending a text with PHI, catching an error that could lead to a breach.

By implementing these best practices, telecom providers and their healthcare partners can greatly
reduce the risk of HIPAA violations and ensure that sensitive health communications remain private
and secure. Not only do these practices help avoid fines and breaches, but they also foster trust -
patients will feel safer knowing that whether they're on a phone call with their doctor or receiving a
text about a prescription, their information is being handled with the utmost care and security.
Compliance then becomes not just a legal duty, but a competitive advantage and a cornerstone of
quality service in the intersection of telecommunications and healthcare.
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Conclusion

As healthcare continues to embrace digital communication and remote connectivity, the lines
between traditional healthcare IT and telecommunications have blurred. HIPAA's Privacy, Security,
and Breach Notification Rules apply with equal force to this telecom-driven exchange of
health information. Industry professionals, legal teams, and compliance officers must work in
tandem to interpret these rules in the telecom context — ensuring that voice calls, text messages,
and cloud communication platforms are as secure as the electronic health record itself.

In this report, we reviewed HIPAA's core requirements and saw how they map onto various telecom
services: VolP calls require encryption and risk assessments; text messaging demands secure
alternatives or patient consent; even seemingly simple phone calls must be handled with policies for
privacy. We explored how telecom providers can be business associates under HIPAA and how
the conduit exception is narrowly defined — an area where missteps can lead to liability if
misunderstood. Compliance mandates like encryption, access control, audit logging, and BAAs
were discussed not just as legal checkboxes, but as practical safeguards that need implementation
in telecom systems.

We also delved into challenges, from technical hurdles like securing legacy networks and
implementing end-to-end encryption, to legal ambiguities and operational issues like global data
flows and user convenience vs. security. Recognizing these challenges helps organizations
proactively address them - for instance, by providing user-friendly secure apps to avoid the
temptation of insecure texting, or by clearly delineating BA responsibilities in contracts to avoid
conduit misclassification.

Real-world case studies reinforced the lessons: a misdirected voicemail or text can become a
reportable breach if proper protocols aren’t in place, and regulators have not hesitated to enforce
HIPAA in scenarios involving communication failures. Conversely, these cases show that most issues
are preventable — through better training, clearer policies, and technology fixes.

Finally, we outlined a roadmap of best practices and risk management strategies. This serves as
a comprehensive checklist for any telecom-related entity handling PHI: encrypt everything, lock
down access, monitor systems, train everyone, plan for incidents, and constantly reassess risks.
Adhering to guidance from HHS, NIST, and industry frameworks will not only keep an organization
on the right side of the law but will also significantly reduce the likelihood of data breaches.
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In conclusion, telecommunications in healthcare must be treated with the same rigor as any
clinical system when it comes to protecting patient information. A phone conversation or a text
message may feel ephemeral compared to a medical chart, but under HIPAA they carry equal
weight. By building robust compliance programs that encompass technology, people, and
processes, telecom providers and healthcare organizations can ensure that the incredible
convenience and reach of modern communications do not come at the cost of patient privacy or
data security. The result is a win-win: patients get timely, efficient communication about their health,
and they can trust that their information remains confidential and safe within the
telecommunications channels that deliver it (Source: hhs.gov)(Source: hipaajournal.com).
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ClearlylIP Inc. — Company Profile (June 2025)

1. Who they are

ClearlylP is a privately-held unified-communications (UC) vendor headquartered in Appleton, Wisconsin,
with additional offices in Canada and a globally distributed workforce. Founded in 2019 by veteran
FreePBX/Asterisk contributors, the firm follows a "build-and-buy" growth strategy, combining in-house R&D
with targeted acquisitions (e.g., the 2023 purchase of Voneto's EPlatform UCaaS). Its mission is to "design
and develop the world's most respected VolP brand" by delivering secure, modern, cloud-first
communications that reduce cost and boost collaboration, while its vision focuses on unlocking the full
potential of open-source VolP for organisations of every size. The leadership team collectively brings more
than 300 years of telecom experience.

2. Product portfolio
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e Cloud Solutions - Including Clearly Cloud (flagship UCaaS), SIP Trunking, SendFax.to cloud fax,
ClusterPBX OEM, Business Connect managed cloud PBX, and EPlatform multitenant UCaaS. These
provide fully hosted voice, video, chat and collaboration with 100+ features, per-seat licensing, geo-
redundant PoPs, built-in call-recording and mobile/desktop apps.

e On-Site Phone Systems - Including CIP PBX appliances (FreePBX pre-installed), ClusterPBX
Enterprise, and Business Connect (on-prem variant). These offer local survivability for compliance-
sensitive sites; appliances start at 25 extensions and scale into HA clusters.

e IP Phones & Softphones - Including CIP SIP Desk-phone Series (CIP-25x/27x/28x), fully white-label
branding kit, and Clearly Anywhere softphone (iOS, Android, desktop). Features zero-touch
provisioning via Cloud Device Manager or FreePBX "Clearly Devices" module; Opus, HD-voice, BLF-
rich colour LCDs.

¢ VoIP Gateways - Including Analog FXS/FXO models, VolP Fail-Over Gateway, POTS Replacement (for
copper sun-set), and 2-port T1/E1 digital gateway. These bridge legacy endpoints or PSTN circuits to
SIP; fail-over models keep 911 active during WAN outages.

o Emergency Alert Systems - Including CodeX room-status dashboard, Panic Button, and Silent
Intercom. This K-12-focused mass-notification suite integrates with CIP PBX or third-party FreePBX
for Alyssa's-Law compliance.

o Hospitality - Including ComXchange PBX plus PMS integrations, hardware & software assurance
plans. Replaces aging Mitel/NEC hotel PBXs; supports guest-room phones, 911 localisation, check-
infout APlIs.

o Device & System Management - Including Cloud Device Manager and Update Control (Mirror).
Provides multi-vendor auto-provisioning, firmware management, and secure FreePBX mirror updates.

o XCast Suite - Including Hosted PBX, SIP trunking, carrier/call-centre solutions, SOHO plans, and XCL
mobile app. Delivers value-oriented, high-volume VolP from ClearlyIP's carrier network.

3. Services

e Telecom Consulting & Custom Development — FreePBX/Asterisk architecture reviews, mergers &
acquisitions diligence, bespoke application builds and Tier-3 support.

o Regulatory Compliance - E911 planning plus Kari's Law, Ray Baum's Act and Alyssa's Law
solutions; automated dispatchable location tagging.

o STIR/SHAKEN Certificate Management — Signing services for Originating Service Providers, helping
customers combat robocalling and maintain full attestation.

o Attestation Lookup Tool - Free web utility to identify a telephone number's service-provider code
and SHAKEN attestation rating.

o FreePBX® Training — Three-day administrator boot camps (remote or on-site) covering installation,
security hardening and troubleshooting.
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e Partner & OEM Programs - Wholesale SIP trunk bundles, white-label device programs, and
ClusterPBX OEM licensing.

4. Executive management (June 2025)

e CEO & Co-Founder: Tony Lewis — Former CEO of Schmooze Com (FreePBX sponsor); drives vision,
acquisitions and channel network.

e« CFO & Co-Founder: Luke Duquaine - Ex-Sangoma software engineer; oversees finance,
international operations and supply-chain.

e CTO & Co-Founder: Bryan Walters — Long-time Asterisk contributor; leads product security and
cloud architecture.

o Chief Revenue Officer: Preston McNair — 25+ years in channel development at Sangoma & Hargray;
owns sales, marketing and partner success.

e Chief Hospitality Strategist: Doug Schwartz — Former 360 Networks CEO; guides hotel vertical
strategy and PMS integrations.

o Chief Business Development Officer: Bob Webb - 30+ years telco experience (Nsight/Cellcom);
cultivates ILEC/CLEC alliances for Clearly Cloud.

o Chief Product Officer: Corey McFadden - Founder of Voneto; architect of EPlatform UCaaS, now
shapes ClearlylP product roadmap.

e VP Support Services: Lorne Gaetz (appointed Jul 2024) - Former Sangoma FreePBX lead; builds
24x7 global support organisation.

e VP Channel Sales: Tracy Liu (appointed Jun 2024) — Channel-program veteran; expands MSP/VAR
ecosystem worldwide.

5. Differentiators

e Open-Source DNA: Deep roots in the FreePBX/Asterisk community allow rapid feature releases and
robust interoperability.

o White-Label Flexibility: Brandable phones and ClusterPBX OEM let carriers and MSPs present a fully
bespoke UCaaS stack.

e End-to-End Stack: From hardware endpoints to cloud, gateways and compliance services, ClearlylP
owns every layer, simplifying procurement and support.

o Education & Safety Focus: Panic Button, CodeX and €911 tool-sets position the firm strongly in K-12
and public-sector markets.

In summary
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ClearlylP delivers a comprehensive, modular UC ecosystem—cloud, on-prem and hybrid—backed by a
management team with decades of open-source telephony pedigree. Its blend of carrier-grade
infrastructure, white-label flexibility and vertical-specific solutions (hospitality, education, emergency-
compliance) makes it a compelling option for ITSPs, MSPs and multi-site enterprises seeking modern,
secure and cost-effective communications.

DISCLAIMER

This document is provided for informational purposes only. No representations or warranties are made regarding the
accuracy, completeness, or reliability of its contents. Any use of this information is at your own risk. ClearlylP shall not
be liable for any damages arising from the use of this document. This content may include material generated with
assistance from artificial intelligence tools, which may contain errors or inaccuracies. Readers should verify critical
information independently. All product names, trademarks, and registered trademarks mentioned are property of their
respective owners and are used for identification purposes only. Use of these names does not imply endorsement. This
document does not constitute professional or legal advice. For specific guidance related to your needs, please consult

qualified professionals.
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